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Digital Infrastructure

On October 1, 2002, Ernst & Young held a panel where Ernst & Young’s Mark Doll and Sajay Rai and Computer Associates Vice President, Simon Perry discussed digital infrastructure in Corporate America. They began their panel getting at a very interesting problem: the majority of digital infrastructure is held by private companies (as appose to the government). Consequently, many of these companies don’t have the financial backbone to support such infrastructure. This is a dilemma even I have run into. Creating a very intricate digital infrastructure is reasonably easy for a small business. However, convincing a CEO that he needs to hire at least two and up to four programmers to maintain this infrastructure (I.E. watching the open ports and scanning the log files) is almost impossible. As the panel explained, this is a problem because it leaves a large infrastructure unguarded. 

To be honest, not letting outside people into an intranet isn’t a problem. The panel next touched on an even bigger problem: inside the intranet - employee’s use. When employees are happy and employed, they don’t think about cracking into and taking down the infrastructure of a company. However, during the current economic downturn, how does one keep employees out of the infrastructure that they use to use every day? The panel all agreed that executive planning could plan for these sorts of situations. 

What does this all mean? My take is that all of this points to a serious problem which many companies have problems with: internal control. Were digital infrastructure treated with more of an internal control method, many of these problems are covered. Instead, most IT departments monitor digital infrastructure and don’t conform to traditional internal controls practiced by Accountants. 

